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Consumer Protection: Data Breach Notices

ÅKRS365.732

ÅAppliesto both private companiesand state agencies

ÅIt requires notice to individuals when a breach involving personally
identifiable information has occurred; however, it does not require
notification to the AttorneyGeneral

ÅKRS61.933

ÅRequires notice to the Attorney General (along with other agencies) if a
public agency or third party that collects, maintains, or stores personal
information on behalf of the agencysuffers a data breach.
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Consumer Protection: Frequency of 
Cyber Security Attacks

ÅFrom 2018 to present, our Office has received 358 data breach 
notices under KRS 61.933
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Year Data Breach Notices Received

2018 121

2019 30

2020 83

2021 75

2022 49



Consumer Protection: Frequency of 
Cyber Security Attacks

ÅThe vast majority of data breach notices we receive under KRS
61.933 are breachesthat are not intentional cyberattacks
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Consumer Protection: Ransomware 
Reported Under KRS 61.933
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ÅRansomware attacks against state agencies or third parties
contractingwith state agenciesare rare



Consumer Protection: Costs to Agencies

ÅMost Data Breaches

ÅMost agenciesreport that they do not incur substantial costs

ÅHowever,agencies note that staff time is required to investigate the breach
and to completethe notice form

ÅStaff time is also required to train employeesand update policies related to
breaches

ÅRansomware

ÅAgenciesfacing ransomwaretypicallymust hire outside firms to investigatethe
breachand ensurecompliancewith notice statutes

ÅIf an agencydetermines that misuse of personal information has occurred,or
is likely to occur, it mayalso incur costs for providingcredit monitoringservices
to individualswhosepersonal information wascompromised
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Consumer Protection: Conclusion

ÅOur Office receivesa notice and reviewsit to ensure that agencies
are taking the proper steps in responseto the breach

ÅIndependentof our reviewof the notice, our Officealso investigates
the data breach

ÅSince 2018, our Office has entered into 12 multi-state settlement
agreementswith private companiesinvolvingdata securitypractices

ÅOurOfficehas recoveredover $5 million in monetarydamagesfrom these
agreements
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Criminal: Network Intrusions
ÅRansomware
ÅUsed in completely opportunistic attacks affecting individualsõ home computers 

as well as targeted strikes against organizations;

ÅAttempted with little risk or cost to the adversary involved;

ÅSuccessful with no reliance on having to monetize stolen data; 

ÅDeployed across numerous devices in organizations to inflict bigger impacts and 
thus command bigger ransoms; 

ÅAccounted for 39% of malware-related breaches in 2018 and 68.5% in 2021; and 

ÅSpreads through clicking on a malicious link or through gaining access to systems 
via weak password/unsecured Remote Desktop Protocol

* The ongoing telecommuting model may be contributing to the threat against data systems 
as employees are utilizing credentials over non-supervised home networks*
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Criminal: Anatomy of a Hack
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Initial Compromise:
Å Webserver SQL Injection (almost always used)

Å Spear phishing

Å Botnet already on your network (cost $100-$1000)

Å Insider (e.g., paid an employee to launch malware)

Å Router attack



Criminal: Statistics 
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